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Abbreviations

GPS Global Positioning System
NFC Near Field Communication
SSL Secure Sockets Layer Protocol
TLS Transport Layer Security Protocol
History
Version Date Change Author
1.0 06.07.2018 | First version Dirk Fox
1.1 05.03.2020 | Addition of data subject rights Dirk Fox
1.2 12.03.2020 | Supplement driver instruction, Dirk Fox
seal test (NFC)
1.3 08.02.2021 | Adaptation: No storage of previous exams Dirk Fox
1.4 14.12.2021 | Clarification of the storage periods Dirk Fox
15 28.11.2022 | Adaptation of international driving licences Kai Rosenthal
1.6 09.01.2023 | Minor edits Dirk Fox
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1 What is the purpose of the app?

The "LaplID Driver App" supports the driver in carrying out the (legally required) electronic
driving licence check:

¢ It helps the driver to find LaplD Checking Stations ("Station Finder").

o After registering with LapID Service GmbH (activation code), the driver receives infor-
mation about the next upcoming driving test or driver instruction as a push message.

¢ If the smartphone supports Near Field Communication (NFC), the app can also be used to
check the LapID label.

¢ If the driver and his company are authorised to carry out the hologram-based driver's li-
cence check, the driver's licence check can also be carried out without a test seal using
the camera.

¢ In addition, the driver can view the status of the check he has just carried out until its final
result.

2 Which data is being processed?

Depending on the registration with LapID (activation code) and the activation for the holo-
gram-based driving licence check, the following data are collected in detail and processed by
the app:

e GPS data for location determination and for displaying the nearest LapID test stations (no
storage); the search for test stations uses the Google Maps service.

o during registration, the user sets a password for his LaplD account; the login data are
stored locally

o The date of the next driving licence check or the next driver instruction is temporarily dis-
played in the app.

e When using NFC label control, the content and number of the LapID seal are temporarily
stored until successful transmission and control by the LapID server.

¢ In the case of hologram-based driving licence checks (if enabled by the company), photos
and videos of the driving licence are transmitted to LapID for checking and deleted after
the check has been carried out (no local storage on the device is taking place).

3 Which data is transmitted to LapID?

After successful registration with the LaplD server, appointments for driving licence checks or
instructions are transmitted to the app. In addition, the status of the last check carried out can
be called up.

If the user is activated for the hologram-based driving licence check, photos and videos of
the driving licence are transmitted to LapID as part of the driving licence check. When the
LapID seal on a driving licence is checked via NFC, the content and number of the seal are
transmitted to LaplID.

The deletion periods of the stored data (controls) are documented in the data protection and
data security concept of the LapID system.
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4 How is the transmitted data protected?

The data transmitted between the app and LapID is protected from unauthorised access and
modification through usage of the SSL/TLS protocol.

5 Whom can | contact with questions
regarding data protection?

The responsible party (= the controller) for the processing of your personal data is the owner
of your vehicle. The processing is carried out (on behalf of this controller) by:

LapID Service GmbH, Untere Industriestraf3e 20, 57250 Netphen, Germany,

+49 271 48972-0, info@lapid.de.

You can request information about your data stored and processed by LapID, from the owner
of your vehicle. You also have the right to request the correction of incorrect personal data
or, if the legal requirements are met, the correction, restriction or deletion of your data.

If you have any questions or complaints regarding data protection, please contact your vehi-
cle owner's data protection officer or datenschutz@lapid.de. You also have the right to com-
plain to the competent data protection supervisory authority.
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